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Abstract:  After a brief presentation of the DNS and BIND standard for 
Unix platforms, the paper presents an application which has 
a  principal  objective,  the  configuring  of  the  DNS  BIND  9 
server.  The  general  objectives  of  the  application  are  pre-
sented, follow by the description of the details of designing 
the program.   
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Introduction 
  An often used analogy to explain the DNS (Domain Name System) 
is that it serves as the "phone book" for the Internet by translating hu-
man-friendly computer hostnames into IP addresses. 
Along with the growth of the network, we need to build new names 
in our DNS server and for this reason, important problems of organiza-
tion, management and scalability have been raised. 
The need to solve these three problems led to the development of 
Internet Domain Name System, a specific implementation of the name Page 16  Oeconomics of Knowledge, Volume 3, Issue 1, 1Q, Winter 2011 
 
server concept, which is optimized to meet the conditions of the Internet. 
The three problems can be transformed into three requirements:  
  the need for a hierarchy of names;   
  the need for sharing the work name servers  
  the need to delegate the name servers for an easier admini-
stration 
 
DNS uses a tree structure to remember the names. On the top of 
these is the root node, followed by the Top-Level Domains (TDLs) and 
the Second-Level Domains (SLD) and so on, each separated by a dot. 
TDLs are divided into two types: 
  generic  Top-Level  Domains  (gTLD):  .com,  .edu,  .net,  .org, 
.gov etc. 
  country code Top-Level Domains (ccTLD): .us, .ca, .uk, .ro etc. 
 
BIND is currently the most widespread implementation of the Do-
main Name System, was originally named Jeeves, and is very popular on 
the UNIX systems where it became a standard. It was originally created 
by four members of the CSRG (Computer Systems Research Group) at 
the  University  of  California.  The  first  version  was  written  in  the  early 
1980  by  a  member  of  DARPA  (Defense  Advanced  Research  Projects 
Agency). 
The version BIND 9 was rewritten to resolve some of the difficulties 
concerning the architecture that the previous versions have encountered 
and  to  develop  the  DNSSEC  protocol.  Some  other  important  features 
were added: TSIG (Transaction Signature), DNS notify, nsupdate, IPv6 
(Internet Protocol version 6), rdnc flush, multiprocessor support and high Page 17  Oeconomics of Knowledge, Volume 3, Issue 1, 1Q, Winter 2011 
 
portability. 
 
Server Configuration 
The first step in the management of the server is its configuration 
which can be done by editing the named .conf file which is found in the 
installation directory of the server. This file controls the server functions 
and behavior. BIND offers an impressive list of configuration options for 
the server but in reality only a few of them are necessary for it to func-
tion properly.  
To simplify things, we will use the term section to describe a group 
of statements. The server configuration consists of choosing the state-
ments which are grouped into sections. The following are the most com-
monly used sections: 
  ACL (Access Control Lists) defines one of more access control 
lists, groups of hosts or users identified by keys or IP addresses  
  LOGGING configures the location, level and type of logging that 
BIND performs  
  OPTIONS groups statements that control generic or global be-
haviour  
  SERVER defines the properties or the behaviour the server will 
use when accessing or responding to a defined remote server 
  VIEW controls BIND functionality and behaviours based on the 
host addresses 
  ZONE defines the specific zones that your name server will sup-
port.  In  addition  there  are  a  number  of  special  zones  that 
should also be included: 
  Root Servers files called named.ca or named.root are the most Page 18  Oeconomics of Knowledge, Volume 3, Issue 1, 1Q, Winter 2011 
 
frequent encountered zone files 
  Local  host  which  allows  binding  the  name  local  host  to  the 
127.0.0.1 address when the DNS serves is in use.  
 
The security of the server is a very complex topic. It must first know 
what we want to protect and against what type of threat we desire pro-
tection. The threats could be classified as followed: local, server-server 
and server-client. 
While it might seem strange, keeping the software up to date is an 
important task and the longer it is delayed, the greater the problems that 
may appear. Against the local threats normal practice of administering 
are usually enough. Thus, ensuring that the files of the zone exist for the 
configuration, a safe copy and setting the reading and writing access to 
the server should be sufficient to prevent any local threats. 
Other ways of increasing security is to use access control lists (but 
this does not provide a viable solution), TSIG \ TKEY (which is a protocol 
to ensure transaction security for server-server) and DNSSEC. 
 
Objectives Of Bind Configuration 
For properly configuring BIND, the minimum requirement is to cor-
rectly install the DNS server and to make sure that the configuration file 
named  .conf  is  not  modified.  The  patch  of  the  DNS  server  should  be 
C:\windows\system32\dns\. 
The general objectives are:  
  ensuring that only authorized personnel has access to the pro-
gram, by using a log-in form  
  setting privileges  for each type of user Page 19  Oeconomics of Knowledge, Volume 3, Issue 1, 1Q, Winter 2011 
 
  changing a user's privilege  by changing its type 
  starting and stopping the DNS server 
  direct access to the server log 
  a simplified view of the options and behaviour of the server 
  providing tips about all options  
  adding and removing properties and behaviours for the server  
  creating a new configuration file  
  loading the configuration file previously created or modified 
 
One of the main ways of ensuring a smooth functioning of the DNS 
server is restricting the access to the computer the server is installed on 
because the program is able to change the server’s configuration and the 
free access to the program could lead to problems. To avoid this issue 
when the program is launched the user must insert a password. 
When the program is launched for the first time it will create the Ad-
ministrator account. In addition to this type of account there are Power-
User and Guest (Figure 1). 
The Administrator account has full access to all the features of the 
program and it is recommend that the person who has such an account, 
to have some experience in the managing of a DNS server. The program 
needs at least one administrator account, but there can be more. The Ad-
ministrator account cannot be removed unless there are some other Ad-
ministrator accounts. The Power-User account has access to some of the 
program’s features. It can access the settings of the server but it can’t 
delete or add new ones. It can only modify their parameters. The Guest 
account is designed to be used in emergency cases, when the server is 
no longer working and there is no one else who has an administrator or Page 20  Oeconomics of Knowledge, Volume 3, Issue 1, 1Q, Winter 2011 
 
Power-User account. In this case, the Guest account is used, and only 
the server’s settings can be used. The guest can read the logs and restart 
the server if needed.  
 
Figure 1— Create the Administrator account 
This system of accounts was created by implementing a MS-Access 
database which consists of a single table called utilizatori (Figure 2) 
 
 
 
 
 
 
 
 
Figure 2— Utilizatori table 
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The  Utilizatori  table  contains  the  following  columns:  Nume-user 
name  (string),  Parolă-password  (String),  Tip-type  (String),  Activ-active 
(number). The active field is set when the user starts the program. This 
field is normally set to 0, but after a user has been authenticated the 
value of this field becomes 1. Then, according to the field type, the fea-
tures that the user can access are determined. 
The administrator is the only one that can create other accounts. It 
can  also  change  other  accounts,  edit  and  delete  the  accounts.  All  the 
other accounts can only see their own account and change the name and 
password. In order to facilitate the accounts recognition, each type has a 
different image (Figure 3). 
 
 
 
 
 
 
 
 
Figure 3— The image of each type 
 
If the user name or password is incorrectly typed for more than five 
times, the program closes. A log in which the time of the failed log in is 
created. The wrong username and password can be useful if the adminis-
trator wants to determine if the log in was just an error or not. The pro-
gram gives the user the option to delete all existing accounts by deleting 
the database. Immediately after deleting it, the form to create the ad-
ministrator account is launched. Page 22  Oeconomics of Knowledge, Volume 3, Issue 1, 1Q, Winter 2011 
 
After the user has inserted the right user name and password the 
programs checks if the installation directory of the DNS server is the de-
fault one c:\windows\system32\dns. If it was installed elsewhere, then 
the user is prompted to enter the place where the server was installed. 
Then the status of the server is checked. This is achieved by searching 
the process name in the list of processes currently running on the sys-
tem. The server it is shown in the bottom of the main window. Depending 
on the options – start or stop - the server can be enabled or disabled. 
In the main windows, at server start up two tabs are presented: the 
starting log of the server which shows information about the loading of 
the  configuration  file  and  also  the  period  of  time  in  which  the  server 
worked (Figure 4). The user can not access the settings of the server. 
Figure 4— The starting log of the server Page 23  Oeconomics of Knowledge, Volume 3, Issue 1, 1Q, Winter 2011 
 
When the server stops, the user can save the log files to be viewed 
later. By default, the server starts in debug level 7 - the level of details 
that can be switched from the general settings. The user can determine 
whether the logs are saved automatically when the server stops or not. 
Saved logs can be viewed directly in the main window by pressing right 
click on any tabs.  
 
Modifying Settings  
In  order  to  be  able  to  add,  remove  or  modify  the  options  of  the 
server, The Comenzi Class will be used. It contains objects with the fol-
lowing characteristics: 
  Nume-Name (string) - the command name 
  Nume1- Name1 (string) - the command assigned name 
  Descriere-Description (string) - a brief explanation about what 
the command does 
  Cod-Code (string) - the command code 
  Tip_cod- Code_ type (string) – the command type code 
  Detalii_cod-Code_ Details (raise) - the command format 
 
These fields are different in meaning, depending on the needs. At 
the beginning, the program creates an Array List containing all the com-
mands recognized by the program.  The command Code field represents 
the code type. For example the command ACL is composed of several IPs 
that are written on multiple lines. The field Code specifies that the in-
struction is on multiple lines. In case of directory commands, the Code 
field will know that this command is written on one line.  Page 24  Oeconomics of Knowledge, Volume 3, Issue 1, 1Q, Winter 2011 
 
In the form that displays the settings of the server the configuration 
commands and details about those commands are shown in the order of 
appearance. If you click right on the command code, a Context Menu will 
pop up.  Here the user can choose to change or remove the command. In 
case of  IP containing commands the add and remove options work a bit 
different, because the user can add or remove a single IP address at a 
time, and the last IP address can’t be removed. For all the other com-
mands, the remove option completely removes the command from the 
configuration file. Adding commands is done by selecting the command 
from a Combo-Box and then entering the code for that command. 
All values that the user enters are validated. If the input is not cor-
rect then an error will appear, and the user will receive further explana-
tions about the form of a valid input. For example, if a user wants to add 
an  IP  to  the  ACL  command,  he  will  introduce  a  set  of  numbers  in  a 
masked textbox, which is similar to the format of an IP addresses (Figure 
5).  
 
 
 
 
 
 
 
 
Figure 5— Adding IP addresses 
 
When the user enters a number over 255, an error will be signaled 
and the user will be notified that the IP addresses consist of numbers Page 25  Oeconomics of Knowledge, Volume 3, Issue 1, 1Q, Winter 2011 
 
from 0 to 255. If the user doesn’t enter a full address then the user will 
be  notified  that  the  address  entered  is  not  valid  and  will  be  asked 
whether to fill the rest of the address with values of 0 or he prefers to in-
put the address again.  
Figure 6— Changing current configuration 
 
The load setting option (Figure 6) allows the changing of the current 
configuration file with a default configuration one, that contains the mini-
mum necessary to run the server, or load previously saved configuration 
files. 
 
Conclusions 
The  saved  configuration  files  contain  a  recognition  code  to  avoid 
loading a file that is not valid. The new settings allow the creation of con-
figuration files, going step by step through each command and providing 
guidance on the role and format of the command. The user will review all 
the choices he made and will be able to start the configuration again, and 
then a new file can be saved and loaded as the new configuration file. Page 26  Oeconomics of Knowledge, Volume 3, Issue 1, 1Q, Winter 2011 
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